CTAPTOBbIA KOMMIEKT

NMacnopT nsagenusa

securityhub

s )

= O
= ®

HacTtoswmin JOKYMEHT npefHas3HayeH ANsi U3YYEeHUs TexXHu4e-
CKMX XapaKTepUCTUK, KOMMMeKTauum, YCroBWiA aKcnnyatauum u
rapaHTUiHbIX 06sA3aTenbCTB Ha KOMNMEKT «Security Hub»
(nanee koMmnnek).

MarotoButens octasnseT 3a cobon npaso 6e3 npeagynpexgeHus
BHOCUTb WU3MEHEeHUd, CBA3aHHble C CcoBeplleHCTBOBaHNEM
n3genua. Bce nameHeHus 6y,D,yT BHeCeHbl B HOBYIO peaakuuro
nacnopTta Ha KOMNJIEeKT.

1 Ha3HauyeHwue

KomnnekT «Security Hub» sBnseTcs nepsbiM warom nonb3oBa-
Tensa K cucteme YMHbI AOM, ynpasBnsemown us nioboro mecra,
roe ectb AocTyn B ceTb WHTepHeT. [locne nogknoyeHus
aboHEeHTCKOro KOHTpornnepa K cepBepy npoBangepa, yCTaHOBKU
NPUNOXEHNs W pasmelleHVs pagumogaTyMKoB M3 KOMMMeKTa
nonb3oBaTtenb NonyyaeT NPOCTENLY0 CUCTEMY OXpaHbl, KOTO-
pyto BNOCNEACTBMU MOXHO pacluMpuTh, 406aBnss COBMeECTUMblE
yCcTpouncTBa*.

2 OcCHOBHble cBeaeHUA U 0COOGEHHOCTH

2.1 KomnnekT cocTouT 13 aBOHEHTCKOro KOHTposnnepa «Securi-
ty Hub» (SH) c akkymynsitopHow Gatapeein, ceTeBoro agantepa
c kabenem USB, pagnooaTyMkOB — OBWMXKEHUS U OTKPbITUS
ABepu/okHa C anemeHTamu nuTaHud. PyHKUMOHan KoMmnnekra
pacLumpseTcs COBMECTMMbIMU YCTPOMCTBaMU™.

2.2 Hactpoika n obcnyxuBaHue SH MpousBoAMTCS C MOMO-
Wb MOBWUMBLHOTO uNM Be6 NMPUNOXEHNS N BCTPOEHHOW B HEro
noLIaroBoN MHCTPYKUMM nonb3oBaTtend. MobunbHoe npunoxe-
HWe yCcTaHaBNMBaeTCs U3 MarasuHa NpunoXeHu*.

2.3 SH obecneuvBaeT 06MeH MHpOPMaLMEN C MOGUMBHBIM U
Beb NpunoxeHnsmu yepes nyonnyHbIn cepeep:

e [0 NPOBOAHOMY KaHany, 4yepes pasbeM Tuna RJ45 (Ethernet
10BASE-T) n ceTb npoBaiiaepa,

e no 6ecnpoBoaHomy kaHany, Yepe3 SIM kapty (GPRS/EDGE)
onepaTtopa COToBOW cBsA3M cTaHgapTa GSM.

2.4 SH obmeHuBaeTcs gaHHbIMKW C AaTyMkaMu B AuanasoHe
yacTtoT (434,4210,2%) MIy no npotokony «Actpa-PU-M» un
nogaepxusaet Makcumym 30 paamonaTYUKOB.

2.5 HactpoeHHbit SH obecneunBaer:

e paboTy c cepBepom Mo kaHany TCP,

e pervcTpaumio (qobaBneHvne) pagnoLaTHMKOB,

e 00paboTKy COCTOSIHMI paanonaTyMKoB,

e Bblayy COCTOSIHUI pPaaMoOAaTYMKOB Ha BCTPOEHHbIW UHAMKA-
TOP W KIMUEHTCKOe MPUMOXEeHNe,

e ynpaBneHue penemHbIMN BbIXOAAMW.

* IHbopmayusi pa3mewieHa Ha calime Www.security-hub.ru

2.6 SH nmeeT TpM BCTPOEHHLIX UHAMKATOPA:

Q) NMUTAHUE CocTosiHue nuTaHus/oxXpaHbl

Muraet 1 paz3 B2 c | 3apsag AKB

MuraeT 2 pasa B 2 ¢ | HeT ceTeBoro nutaHus
Mwuraet yacto HeuncnpaBHocTb nuTaHus/AKB
loput* Mon oxpaHou

He roput*
@ PAOVUOCETb

["opuT 3eneHbIn

CHAT ¢ oxpaHbl

CocTosiHue gaT4ynKkoB

HeT TpeBor unu HapyLueHui
["opuT KpacHbIn EcTb TpeBorv nnm HapyLueHus

MwuraeT 3eneHo- [oGaeneHue naTynkos

KpacHbIn
He roput [aTtynkoB B NnamsaTn HET
O CBA3b CocTosiHMe CBAi3u C cepBepoM

[opuT 3eneHbIn EcTb cBA3b

Mwuraet 3eneHbin Mepenava gaHHbIX

MwuraeT kpacHbIn
1pazB2C

lMpoBogHOM KaHan HeJoCTyNeH

MwuraeT kpacHbIn
2pazaB2cC

GSM kaHan HegocTyneH

"opuT KpacHbIn CBA3b HegocTynHa

* Moxem npepbieambcsi uHOUKayuell 0 COCMOsSIHUU MUMaHUsi KOH-
mponnepa

2.7 SH vmeeT OBa BCTPOEHHbIX CUrHambHbIX pene.

2.8 OnektponutaHue SH ocyllecTBnAeTcs OT ObITOBOW ceTu
220 B 50 'y yepes ceTeBOM aganTep U3 KOMMNIEKTa NOCTABKU.

2.9 [Ons ofecneyeHnss pe3epBMPOBAHUS  3MEKTPONUTAHMS
BHYTPM SH wumeeTca pepxatens OGatapeu u pasbem AN
NOAKIIOYEHUSA NUTUMI-MOHHOW (Li-lon) akkymynsitopHow Gatapeu
(AKB) Tunopasmepa 2/3 A ¢ HOMUHanbHbIM HanpsixeHnem 3.7 B,
emkocTblo 600 unn 700 MA/M (B 3aBUCMMOCTU OT TEKyLLEW KOM-
nnektauun). MNpu nutannm ot AKB obecneynBaeTcs CBA3b TOMb-
Ko no 6ecnpoBogHoMy KaHany GSM.

2.10 JaTuunk aeuxeHns AcTpa-5121 npegHasHadyeH ana obHa-
pYXeHUs1 NMPOHUKHOBEHMSI B OXpaHsieMOe MpOCTPaHCTBO 3aKpbil-
TOro noMeLleHns, POpMMPOBaHUSA U3BELLEHUS O TpeBore U
nepeaayn nsselLeHns no paguokaHany Ha SH. [atynk ycTtoun-
YMB K NepeMeLLeHNI0 JOMALLHMX XUBOTHbIX BECOM A0 20 Kr.

2.11 [Jatuuk oTkpbiTua OBepu AcTpa-3321 npenHasHauyeH
ANA GNOKMPOBKU Ha OTKPbIBAHME UMW NepeMeLLEHNe KOHCTPYK-
UM, BbIMNOMHEHHBLIX U3 MarHUTOHENPOBOAALMX (anMOMUHUEBBIX,
[epeBsAHHbIX, MMACTMKOBLIX U T.4.) MaTepuanos, (OpPMUPOBaHUS
n3BelLleHNs1 O TpeBore ¥ nepedayn M3BeLLeHUs No paavokaHany
Ha SH.

3 TexHUYecKue xapaKTepUCTUKU

AGOHeHTCKUI KoHTponnep «Security Hub»:

CeTeBoe HanpskeHue, B.........ccccoooiiis ot 110 go 240
MoTpebnsemasi MOLLHOCTb, BT, HE BOMEE .....ccevevveviieeeee 5
MuTtaHre ot nopta USB:

- HaNpPsXKEHME MUTaHUA, B ..., 5+5%
- MakcMMarbHbI TOK NOTpebnenns, MA, He bonee .............. 500
- HOMUHarbHbIN TOK NOTPebNeHus, MA, He Gonee ................ 200


http://www.security-hub.ru/

Mutanune ot AKB:

- HanpskeHue nuTaHms, B ..., o1 3,3004,2
- CpeaHWi TOK NOTPebnenns, MA, He OOMEE...........cccuvvvveeeeennn. 50
- Bpemsi paboTbl OT AKB, Y ...oooovviiiiiiieeee e, ot4008
- nopor nepegayun nHgpopmauum o paspsge AKB, B .............. 3,5
- BpeMs 3apsa MONHOCTbIO Pa3psiKeHHOWM

BaTapeu, Y, HE BOMEE ........ooviiiiiiiiiiiiieae et 10
Bpemsa TexHn4ecKkom roTOBHOCTH, C, HE BoMnee.........ccceeeeneieee 60
Beixogbl: Pene 1 (knemmbl X2, x3), Pene 2 (knemmbl x4, x5):
MakcrMarnbHOE HaMPSXKEHNE HATPYBKM ....oovvveeerrireeeeiirenenees 100
MakcuMarnbHBIN TOK HAMPY3KU, A ...oooeiiiiiiiiieeeeesiiiieeeee e 0,1
[abapuTHble pasmepbl, MM, He Gonee................... 136 x 86 x 3
Macca 6e3 AKB, K, HE BOMEE ........ccuvveeeieeiiiiieee e 0,14
YcnoBus akcnnyartaumm:
- AvanasoH TeMnepaTyp, °C .....ccccoviirerninieennnen. ot-10 80 + 50
- OTHOCUTErNbHas BNaXHOCTb
BO3OYXA, Y0 wvvveiiiriieiiiiii i 0o 98 npu +40°C

6e3 koHaeHcaummn Bnaru
DaTtunk aBmxeHus Actpa-5121
[nanasoH obHapyxnBaeMbIx CKOpOCTEN

NEPEMELLEHUST, M/C .oiiiiiieieee et e e o1 0,300 3,0
HanpsbkeHne nuTaHms, B........cooeeiieiiieeees o1 2,8 0o 3,6
FaBapUTHbIE PA3MEPDLI, MM..........c.ceeveeeeeeiiirneeeaeeeans 86 x 54 x 41
YcnoBus akcnnyataumm:

- AvanasoH TeMnepaTyp, °C ....cccccvviveeiiireennnen. oT-10 go + 50
- OTHOCUTENbHAs BNaXXHOCTb

BO3OYX8, Y0 wvvveiiirieeeiiiii e 00 98 npu +40 °C

6e3 KoHaeHcaumm Bnaru

[datumk oTKkpbITMA ABepu/okHa AcTpa-3321

PaccTosHme cpabaTbiBaHUSA, MM ...........ccvveveeeeenennnns o1 20 go 30

PaccTosiHne BOCCTAHOBIEHUS, MM .............ccceennnnn.... ot 13 no 23

HanpsbkeHne nuTaHms, B........cooeeiieiiieees o1 2,8 0o 3,6

aBapuTHBbIE PABMEPDBI, MM.......ccovivriieriieeesiiieeenans 109 x 34 x 27

YcnoBus akcnnyataumm:

- AvanasoH TeMnepaTyp, °C ....cccccvvieeeiiineennen. oT-20 pgo + 50

- OTHOCUTENbHAs BNaXXHOCTb

BO3OYX8, Y0 wvvveiiirieeeiiiii e 00 98 npu + 40 °C
6e3 KoHaeHcaumm Bnaru

PaguokaHan

Paboyas yactota, ML, .....coooevvinieieen. 434,42 (nutepa «3»)

Paguyc pencrteusa pagnokaHana

Ha NPSAMON BUOMMOCTU, M**, HE MEHEE........evveeeeeeeesiiniieenen 100

4 KomMnnekTHOCTb

AGOHeHTCKUI KoHTponnep «Security Hub» .................... 1 wr.
BUHT 2,9%25 L. 4 WwrT.
LH0BEMD 5X25 ..o 4 wr.
AkkymynstopHasi 6atapes 2/3 A (Li-lon),

3.7B, 600 UNU 7O0MA Y L.eeeiiiieeee e 1 WrT.
Oatuuk gBmxxkeHusa Actpa-5121.............cccceeeeeeiein. 1 WT.
(oo TN =Y 1 wr.
BUHT 2,9%25 ..o e 2 WT.
LH0BENb 5X25 .. o 2 WT.
OnemeHT nuTaHusa SL-761/S, 3.6V, 2/3AA ....cccceevviiinnnnn, 1 wr.
TTEPEMDBIMKA ....oeeiieiiiiiiie et 3 wr.
[DaTuynk oTKpbITUA ABepu/okHa AcTpa-3321 ................... 1 wr.
YNPABASIOLLUMIA MATHUT ...eiiiiiieeeees e e e e e e 1 wr.
BUHT 2,0XT 3 e 4 WwT.
AnemeHT NuTaHmsa LS14500, 3.6V, AA ..o 1 WT.
(LT oL Y o e P

CeTEBOM QOANMTEP ...oovvvvveeeeeeeeeeeeeeeeeeeeeereeeeeeeeeeeeerererererereeens
Kabernb USB 2.0 AM-BM .......cccoooiiiiiiiiiieeeeeeeeeee e
Maty-kopA UTP ..ocoiiie
MHcTpyKumA GbicTporo 3anycka.... .
TaCHOPT .o

** Paduyc Oelicmeusi 8 3Ha4umesibHOU cmerneHu 3agucum om KOHCM-
PYKMueHbIX ocobeHHocmel MOMeWeHUs, omMexosol 0bcmaHoeKu.
MakcumarnbHble napamempbl OanbHOCMU obecreqyusaromcsi npu 8bi-

MOMIHEeHUU Haurlyqwux ycnoeuli ycmaHoeku SH u 0amyuka.
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5 CooTBeTCcTBMUE CTaHOAapTam

6.1 To cnocoby 3sawuTbl YeroBeka OT MOPaKEHUS INEKTPUYECKUM
TOKOM OTHOCWTCS K knaccy 3awmtel 0 no TOCT 12.2.007.0-2001.

6.2 KOHCTpyKTMBHOE MCMOMNHEHWE 0BGecneumBaeT noxapHylo Gesonac-
HocTb no FOCT IEC 60065-2011 B aBapuiiHOM pexume paboTbl 1 npu
HapyLleHnW NpaBum aKcnnyaTauum.

6.3 KoHcTpykumsi obecneuvBaeT cTeneHb 3awwuTbl obonodkon P31
(SH), IP41 (Actpa-5121, AcTtpa-3321) no FOCT 14254-96.

6.4 WHaycTpuanbHble pagmonomexv, COOTBETCTBYHOT
FOCT P 50009-2000 ansi TEXHWYECKUX CpeacTB, NPUMEHsIEMbIX B
XKUIbIX, KOMMEPYECKUX U NPOM3BOACTBEHHBIX 30HAX C MasbIM 3HEProno-
TpebreHunem.

6.5 [na npumeHeHus He TpebyeTca MNOMy4YyeHUs paspelleHus Ha
BblAeneHne 4actoTbl (cormacHo [lpunoxeHuto 2 k peweHunio KPY
Ne 07-20-03-001 ot 7 mas 2007 r.)

6 YTunusauua

6.1 KomnnekT He NpeACTaBMsSiET OMACHOCTb [AMSl XKWU3HW, 3[0POBbS
nogen 1 oKpyxarolen cpefpl, NOCNe OKOHYaHWs cpoka CrnyxObl ero
yTUnu3aumsa npounsBogutcs 6e3 NpuHATMS cneumarnbHbIX Mep 3aluThl
OKpy>XatoLLen cpeaebl.

6.2 Ytunusaumo anemeHtoB nutanus, AKB nponssoauTb nytem 6es-
BO3ME34HOW cOayv B TOPTYIOLYIO OpraHu3aumio, CEepBUCHBIN LIEHTP,
npoussoauTento obopyaoBaHWA WMV OpraHv3aumio, 3aHMMatoLLyHoCs
npuemMom oTpaboTaHHbIX 3NIEMEHTOB NUTaHusa 1 6aTapen.

7 Ta PaHTUN N3rotoBuUTens

7.1 Cuctema MeHedXMeHTa kayecTBa cepTMduLMpoBaHa Ha COOTBET-
cteue FOCT ISO 9001.

7.2 W3roToBuTenb rapaHTUpyeT COOTBETCTBME YCTPOWCTB KOMMeKkTa
TEXHUYECKUM YCINOBMAM Mpu  cobniogeHun notpebutenem ycnosun
TpaHCNOPTUPOBaHUS, XPaHEHWS!, MOHTaXa W aKCnyaTauum.

7.3 TapaHTWiHbIA CPOK XpaHeHuss — 18 MecsaueB C AaTbl M3roToBre-
HUSL.

7.4 TapaHTWIHbIA CPOK SKCMnyaTauum — 12 mecsiueB co AHA BBoAA B
aKcnnyaTauumio, Ho He 6onee 18 MecsUEeB C AaTbl U3TOTOBMEHMS.

7.5 MWasrotoButenb o6s3aH Npou3BOAWTL PEMOHT NMGO 3aMeHsITb
YCTPOWCTBA KOMIMJIEKTA B TEYEHWNE rapaHTUINHOTO CpokKa.

7.6 TapaHTWsi He BCTynaeT B CUMY B CeayoLmMX cryvasx:

- Npy HecobnoaeHUn TpeboBaHuii VIHCTpyKLMK nonb3oBaTens;

- NPV MEXaHWUYECKOM NMOBPEXAEHWUN YCTPONCTB KOMIMIEKTa;

- NPV PEMOHTE YCTPOWMCTB KOMMJEKTa B HECEPTU(ULIMPOBAHHOM MPOU3-
BOAUTENEM CEPBUCHOM NyHKTE.

7.7 TapaHTus pacnpocTpaHseTcs Tonbko Ha SH, Actpa-5121,
AcTpa-3321. Ha Bce obopynosaHve Apyrux npoussoauTenen, Ucrosb-
3yloLLleecss COBMECTHO C YCTPOWCTBaMM KOMMIIEKTa, PacrpoCTPaHsitoTCs
nx coBCTBEHHbIE rapaHTuu. [[apaHTusi He PacnpoCTPaHAETCs Ha akKymy-
nsaTopHble 6aTapeun, SMEeMeHTbl MUTaHWs, coeauHUTErNbHble Kabenu,
MCMOMb3YHLLMECS COBMECTHO C YCTPOWCTBaAMM KOMMIEKTA.

UsrotoButens He HeceT OTBETCTBEHHOCTM 3a nibow yuepo,
HaHeCeHHbIN 340POBbLI0, MMYLLECTBY NMGO Apyrve criydyarHble Unu
npegHaMepeHHble NoTepu, NpsiMbie UM KOCBEHHbIE YObITKU, OCHO-
BaHHble Ha 3asiBNEHUN NONb30BaTesNsl, YTO KOMMMEKT He BbINOMHUN
cBoux ¢hyHKUMI, NMOO B pe3ynbTaTe HeMpaBUIILHOIO UCNONb30OBa-
HUA, BbiXxoda W3 CTPOS WM BpPEMEHHOW HepaboTocnocobHoCTU
YCTPOMCTB KOMMMeKTa.

Mpopaxa n Texnopaepxka
000 «Teko — ToproBblit AOM»
420138, r. KasaHb,

MpocnekTt MNoGeabl, A.19

Ten.: +7 (843) 261-57-58
E-mail: support@security-hub.ru
Web: www.security-hub.ru

FapaHTUinHOE o6cnyxuBaHue
3A0 «HTL «TEKO»

420108, r. KasaHb,

yn. Fadpypu, A.71, a/a 87
Ten.: +7 (843) 212-03-21
E-mail: otk@teko.biz

Web: www.teko.biz
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